
Annual 47 C. F.R~-~= £4.2009(e} CPNI Certification 
EB Docket Q6u36 

Annual 64.2009(e) CPNi Certffication for: 
Date flied: 
Name of company covered by this certification: 
Form 499 Filer !D: 
Name of signatory: 
Title of signatory: 

2015 Covering Prior Calendar Year 2014 

1 /25/15 
Telecomp Computer Services, Inc. 
~ , 

830064 
·Gino Capito 

President 

!, Gino Capito , certify that I am an officer of Telecomp Computer_S.ervices, Inc. 

_________ (the company named above, herein referred to as "the 
company"), and acting as an agent of the company, that I have persona! 
knowledge that the company has estab!ished operating procedures that are 
adequate to ensure compliance \Nith the Commission's CPNl rules . See 47 
C.F .R. S: 64.2001 et seq., which is a subpart to implement section 222 ofthg. 
Communications Act of 193ttas amendedi 47 U.S.C. 222. 

Attached to this certification is an accompanying statement explaining hovv the 
company's procedures ensure that the company is in compliance with the 
requirements set forth in section 64.2001 et seq . of the Commission's rules. See 
attached accompanying statement for details. 

The company has not had tQ..t&t~~J::LfilW actj,ons in the form of proceedings 
instituted or petitions filed by a company at either state commissions, the court 
system, or at the Commission against data brokers against in the past year. 

The company understands that !t must report on any information that it has with 
respect to the processes pretextms are using to attempt to access CPNI, and 
what steps the company is taking to protect CPN ! . 

Note, the company recognizes 'pretexting" as "the process in which personal 
information is obtained by fn::mdu!ent means lnciuding identity theft, se!iing 
personal data for profit, or ng some other method for snooping for 
information whose release was not aut11ori&ed by the owner of the 
information. See attached acc0n1panying statement for details on how the 
applicant guards CPNI da.ta aga1nst pretexting. 
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The company has not recehmd customer crnnpia1nts in the past 
year concerning the unauthoriz-'!'·J ;·.:·iease of CPN\ and the company has 
received Q number of customer UY'1Ipl2ints recc~ived related to unauthorized 
access to CPNI, or unauthorjze:i c.nsc!osure of CPNL broken down by category or 
complaint as follows: 
(1 ). Instances of improper ;;:;;:~ce~.;;s by employees: 0 comEel~ints 
(2). !nstances of improper cJ:sdosure to individuals not authorized to 

receive the information. QJ;ompl_filnts 
(3). Instances of improper s · ;ce~.s to on!ine information by individuals 

not authorized to view ii Jon nation). 0 Corr.i_Blaint~ 

If it was affirmat:ve, above, the cornpany 1.vou!d have provided summary of al! 
customer complaints received ;n past year concerning the unauthorized 
release of CPN L 

The company is aware of "irnptern .~ntation ofthe Telecommunications Act of 
i 996: Te!ecommunicatior1s Use of Customer Proprietary Network 
Information and Other Custt'.irn :'i b'.'orrnation; !P-E:rv:ibled Services, CC Docket 
No. 96-1"I5 . WC Docket !\lo. Fi'eport and Onfor and Further Not!G~ of 
Proposed Hu!ernaking, 22 F GD27 (2007)("EPIC CPNI Orden. See 4'/ 
U.S.C. S: 222". 

The comp?rtY um:lerst~ .. BQfL'..::i;c::.;,,,t.,,.~. S: t!.4.:.i.G.99.{fil in that it states: 
(1 ). ''A telecommunication;; rnust have an officer, as an agent of the 

carrier, sign and file wHh Commission a compliance certificate on an 
annual basis. 

(2). Tbat the officer must in thE; certification that he or she has persona! 

(3). 

(4). 

(5). 

knowtedge that the has estab!~shed operating procedures that 
are adequate to er.sun; cc; 1pHc1nce with the rules in this subpart. 

That the carrier must a staternent accompanying the certification 
explaining how its opE~F• · p1ocedures ensure that it is or is not in 
compliance with the lr, this subpart 

That the carrier mtmt 
date\ brokf:;rs and a surn 

an explanat!on of any actions taken against 
of ail custornc~r complaints received in the 

'Tauthorized r':dem_;e of CPN I. 

annually with tho Enforcement Bureau on or 
No. 06-36. for data pertaining to the previous 
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The following are the measurer: ;,, l .. }18r'e 1·v,; tr''P c•3rv·1«"'r (h'-'re1'n ref'er1·ed I.0 -·;-<· '~ J t i ,_. ,• ,,.__I l .~ _, c l l c,, ....... .., ... C.-= v..'l 

"the company") to protect 
the three common types of 

pretextin~J. The company understands that 
·are iclenmy theft, selling persona! d21ta 

for profit without authoriza~·ii.>n 
for snooping for information 
owner •Of the information. 

the owner er using some other method 
release was not authorized by the 

I. 

H. 

!I!. 

Pretextin~) via identify 
(A). fdentify theft via of physical hardware containing CPNi DaL-:< 

Guarding M~fi@.~~L':lX!: 

(8). 

The company physical secudty such as locks and secudl:y 
surveillance to physical hardware and limits physical access 
to authorized Also. certain portable hardware such as 
laptops have f:;atures thet provide additional security. 

identify theft vi;) h:>hriq/virtual intrusion of systems that carry CPN! 
Guarding M.?sr:~~n.> lt:i: 
The company 
un8uthorized ace :"':~~~ 

::e:~u rity sotti.vare to detect and prevent 
hackin~1 and o ther virtual methods. 

Pretexting v ia some n >E:ti1od for snouping for information whose 
reiease was not author!: e1 bv the ownf1r 
(!\). Snooping via : cn~'.J i neerinG/ impersonation/false identification 

.Guarding i>Jl~.¥:1-:;LE '.,:::'. :·.: 
The company"~: ci< '.0) ::1er servict.' personnel (tilt:: individuals most 
likely to be tf?e or social engineer! ng) have specific policies 
that they mu tr_: identify that triey are in contact with the 
owner of the CPI';: ;:~ta prior to dlsi·::.issing or revealing CPl'.J! . 

(B). Snooping by not authorized to access data 
9uarding ~~..cttlf!.~X:'.< :';rn .. 
The company '> r:ix'.ess of CF1 ~,J! to authorized personne! oniy 

Pmtexting by sel!ing 
(A). Se!!ing CPN i 

Guarding ~~t:.2-?'J :Y:i''': · 

authorization by the owner 
company with other companies 

sham CPN' data with other companies fc.:r· The company 
marketing c~Jrp~Jses, 

(B). 

venture entities 
Guarding iv'leqjiE '·'· 
See page 4 to H 

profit/marketinq purposes by the company 
. '.·>ubsidiarifs. parent companies or joint 

(items ·1 tc H3). 
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The following items ( 1) to ( 1 e) ',.. the CCHt' \p<0my guards CPN ! against 
pretexting in the form of s:el!ins.· '.:l- M for profit 1.".1r marketing purposes by Uv:: 
company to its sister compan;e:.· ~. ubsi diaries , parent companies or joint venture 
entities but without authorizfifa : ·1 ovvner. in the event that the company 
was to sell or share CPN! with ::nrnated entities for marketing or profit 
purposes, it would strictly abkJ.. ·.Y' · foiiowin ~J poticies in compliance with FCC 
rules as outlined in sectiQLLZ:'.~? -2" rJ::'..) __ .~~oro.mLl.D.tt;:_~l.ti.Qns f.'.\ct of 1934 a§...£men.Q~& 
47 'J S , .., f '22 (47 C F R S· ., •· 6Li 'Y··1 ·• ·--t· •·· :v ) _<_._,;;J . .<'. , . . , . ' i\.) +.~U o <'.~ . 0~,q . . 

How J ]]e Com2.illJY~~~2.'.:J3E:::y:l:; .. :~~.!Hill_~~J::.:.B, .. .§.: 64.2001-64.2{l11.et~£.9~ 
(1 }. The company does use, disclc::;ure or permit access to 

CPN! for any marketrnq to any ~:;,3rsons , entities parties 
outside of the cornp;;my the specific consent of the customer that 
ovvns the CPNI data. 

(2). if the company wishes r.: 
parent companies of 
only ··1 category of 

CPf\li with anv subsidiaries or 
and the customer only subscribes to 

by the company, the company 
customer prior to sharing that CPN! data 

· .:e:npan:es of tno company. 
w i!I secure the cons.:-:nt 
vv'!th subsidiaries or 

(3). !n most cases, the con1 ;. : go a step above and try to secure the 
consent of the custrnncH :c CPN ! data vvitb subsidiaries and pari:::nt 
companies of the ,- >~oard!ess of vvhether customer subscribe:; to 

. ;;,-v: ~e offered o:; the company. 

(4). The company wm not O::iscios(,: or fY:'tTnit access to CPN! 
data to identify or t rs:;c;k ' :; :,. :<tHHS triat cell competing service providers 

(5). 

(6). 

(7). 

if the company ree:u 
permitting access 
wd tten , oral or electron: : 

The company under~; 

shat! bear the burden 
ccrrmliance with the 

T hG company has a 
the use, disclosing or 
customer revokes ex 

''=======··"==-~·-··-· 

com;ern: for utiliz1ng, disclosing or 
>; ta . the cornp.:;ny wirl obta in consent throuJh 

carriers that rely on oral approval 
that suer; approval has been given jn 

ru ~ es . 

\Vhich any custorner approvais obtained 
of CPN1 d,Jta wiil remain in effect until the 
approval nr disapproval. 



(8). 

(9). 

For ail Opt-Out and ;; .o\:,,pmval Processes utilized by the 
Company in which thf:~ r. : (!ata is used for marketing comrnunicaHons 
related services to _,:yr;.~~:, U1e cornpany will make that customer's 
data ind!vidually the customer and state the specific 
marketing purpose that '.'H 'NDu ld be utilized. 

Prior to any solicitakm 
company provides 
restrict to use of, 

t.1 <'. customer approval, the 
to thr3 ctEforner of the customer's rights to 
, <1nd accr:.s~3 to that customer's CPNL 

{10). The company maint2:tr<' < of notifica~ion, whether oral, written or 
e!ectronic, for at ~east u :··: G:., r The con1pany provides indiv~dua~ notices 
to customers when ''' P~:;roval to use , disclose or permit acces;:; to 
customer's CPN i. 

{11 ). In cases where the !' 'c::·;uests CPN! re!ease requests from 
v irc:!udes the foHowing in its "Consent the customer, the corn :~ 

of Notice" 
L Sufficient !nfo;·rT::,: '<> ' to enable thE: customer to make an 

informed cfodsicn :< ::_, v:hether to permit the company to use, 

!L 

disclose or ; .u>s:'; to, the ()i '·1tomer's CPNI. 

Statement dBc!c 
cornpany has '.t1r' 

confidentiality 

the cu;; t·xner has a right, and that the 
imder !aw, to protect the 

! I~. Specific sta > ! tnat the type::; of information that 
consti tute CP!\H : ,. in ~}~L~'.001) and the specific 
entities that vvi1t i •' ... >J';. \hc-:i CP:''~L d:;scribing the purposes for 
which CPNI wm , and !rrfnrn< the customer of his or her dght 
to disapprove fr<• >::::;, and deny or 1Nithdraw access to CPN1 at 
anytime. 

!V. Statement advi~'L customer o1' the precise steps the 
customer must to or deny access to CPN I, and 
clear statmnent 1 L, ; .:, denial of appmvai will not affect the provL:-,\on 
of any services t: ,. the custorn.ar subscribes. The company 
also providns D ·c:,t::,\tement, ir: dsar and neutral language, 
describing com:~c · ·~:'.'1! . e~~ directiy it.? Su1ting from the lack of acCE)SS 

to CPN I. The cor , •:: notificatio(! wil! be comprehenslble and not 
be misleading. 

:: ·::.~::: ,,,:::.-=c:=:=,==:.==~~""'·"""'°·::---~=:::::====:::;";";';:::::.=:. =~·-·=···=··· =-·~ =··=···~-""'"' 
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(11 ). "Consent of Notfc rr"" :' fron-1 r..-age 4 ... ) 
V. !n cases where L ----

the notice vvili 
· -: ·: ·;pany utrnze'.? vvritten not!fication, 

!X. 

in an a rea so a~; 

in the event 
language, 

The company 
attempting to E;t( ,_ ,,> 
CPNI. 

The notification 
the use of Ci->J\J:, 
already subscr-ib 
affirmatively t\:'\ c 

X. The compan{~: 
CPNI rights 

-. !(;9ible, ~-,uffo.:lent!y large type and be plEK>:>.d 
~:ed i ly appa(ent to a customer. 

be translated into another 
of th,.:,> cornpany's not!fication wil! be 

,,, _ Lude in the notification any statoment 
a custo:-:-it::l to freeze third-party acces~ to 

-.: -is lhst any e~:iprova l , or denial of approv0J for 
:'. ::; of H1e to whtch the customer 
.> :: the con1p?PV is valid unti l the custornc:;r 

!h nits such z:.;:;prnval or denial. 

(12). l'·. ~l of the company's r<< _: · ·_:u:=:dfJc to ()p: ·Out option will be provideu 
vi<1 electronic or w r iH::T· . ThE0 ccrnpany wiH not utilize purely 
oral notification. 

(13). The company must 'N> 

notice and an opporLw 
to use, disclose, or 
d:scretion, provide 
opt-out opUon. The cc;: -
waiting period for 
ccl \SO abide'.S by the 
L in cases whme 

Company's 
notmcat1on v.1::1::; r: 

in the case 
run on the 
rnailed. 

(14 ) company's opt<;u : 
e;:·sry two years. 

of 30 '.:ays after giving customer 
t·p!-out be'icre assuming customer approv:Ji 

· ->::<'s to CPf\l! . The company may, in its 
i:C)tiflcation and opportunity fr1r 

notify cu::::tomers as to the applicable 
approvEd is assumed . The company 

far as r.-~infrnurn vva iting period . 
electronic notification, the 

b 1 '1~4in·::: to run from the date that the 

Ji by rnaH, t· e waitlng period shall beQin to 
'>I1in9 the that the notification was 

" JSrn wrn pnwide notices to the customer 
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(15) The company's e-rr12i1 l 
requirements in acidihur 
noHffcation: 
I. The company 1F:: 

the custornm 
general, or 

" !L 

' l' J, L 

V . 

The company 
Containing 

Opt-out e-mal! n· 
mw:.t be sent tn 
rnay consider t:·,, 

Carriers that t>:;e 
sur>ject line of 
subject matter 

T eiecomrnunk:·:r< 
customer a 

cpt-out notices \Nill comply with the follovving 
, } requirer-mmts generally applicable to 

'f' I I . I f .; ;-, expre:·:'s, \i(ffUB1J e, pnor approva1 rorn 
: ':;tices via s- ;-,1aif regarding their service !n 

:.:;.u!ar. 

custorners t'J reply directly to e-mails 
:·:;::; in ordi:~r tc opt-out 

.. ,·: ;e;,urnecl to the company as undc:liverable 
. .<<omer in anc.ther form before the compa::y 

··· <t·. n:-::~r to ;;ave received notice. 

I notices must ensure that ::he 
dendy end accurately identifies the 

·P:ail. 

: :ffier:·~ mu~;t rnakc; available to every 
, , :>::1':--out i ; c•f no additional cost to the 

Carriers rnay s::: -· · 
::1 ::ab~e ?4 hcurs a day, seven days a week. 

- ~~; requirE~n·ient through a combination of 
<.:Jstorne:-s havf:? the ability to opt-out at no 

'Y'>c tu2:te th.·31. choice whenever thf;~y choor:::'.0 . 

16. 

17. 

rnethods, so 
cost and art:~ 

!n term~;; of the 
notification to 
rnethods, with aii ~; ; 

prior in this attadn«i 

oral notices to 
outbound custornc·r . 
regardi·ess of 
b;;:sed on the natw:' 
uti!ize oral consent 
notification and ccir · 

')pt-in rnethcd, the company wil! provide 
· ·· :;:;pprova~ '.hrouqh ora!, 'Nritten or electronic 

ccrnp!yin~J with appiicab!e items listed 

\ r;e custornur (ecognizes that it mav use 
<1, one--t!me use of CPNI for inbound and 

cont~:::cts fm the duration of the cal!, 
··J:;rnpany u:sc:· ODt--out or opt-in approval 

.,, cunt;3c r. Ho"Never, the company wi!I not 
;,~ :!ch, either written or electronic 

IO()S . 
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18. 

++--------------------·· 

l"'he cornpany 
requirements iis\ec; :· 

:-eievant to the 

, . 
~ : 

lJnder the,< ;_ 
that it wW r: > 
previousfy ~ -. " 

The comp:Y 
that they 
need nm t«> 
resu lt 1n u~_.r-; .· 

The cmnp:::n ·· 
which a cu· .·: 
so !ong as :: 
the approv,": ' 

The cornp.1;;· 
precise 
nccess1c 
that the cu~_. 

ail lYii!fle::d:ions will comply with thG 
rnco~H that under FCC CPNI rules 

which 
:·oHmvlng notice pwvisions it not 
company seeks CPNI: 

ru~es, The company reco:Jn.z•2s 
1 . , advise cu::: torners that if they opted-oui 
·.:· , - ~~- neEc'·o;;d :- J rnainta in the opt.,out e!ectkm. 

"- ~ cogniz:c~·; tt" '11' ft need not advise cu~.torners 
.. :-e \_·:pf'.n wiih affi!iates or third partie::; <:H:d 

· , '.~mities :r limited CPN I usage wrn 11ot 
~ iisclosup,:· an affiliate or third party; 

d_ ·;eed not d isclose the rnean:~. by 
:'"~ ; df,>ny or v/thdrnw future access to CF\',l!, 

to customers that the scopH of 
seeks i:' lirnited to one-time use. 

i:;,.es thet L. ,r!f)Y omit disclosure of the 
~n order to grant or deny 

as cornpany ciear!y communica~cs 
.· ·;:; deny c ~cc,:ss to his CPNJ for the call. 


